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Security Level

Cost

No security 

chip

(e.g. hiding keys 

in software)

Logical 

protection

(e.g. secure 

EEPROM)

Physical 

protection

(e.g. Board ID chip)

Complete 

System 

Security

(high security on 

non-chip related 

components of the 

system)

Professional eqt, 

consumer devices

Banking

Security Level vs. Cost

Software encryption

Memory chip

Smart card IC / Board ID
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Agenda

► Protection  µC

► Communication 

► External Protection

● Maxim 

● Flash Sécurisé

► Protection  Renesas
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Protection µC 
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ARM, what is it ?
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Cortex-M3 Processor Overview

Integrated Nested Vectored 

Interrupt Controller and 

SYSTICK Timer

Central Core:

1.25 DMIPS/MHz

1 Cycle Multiply

Hardware Divide

Embedded Trace  

Macrocell (ETM) 

for Instruction 

Trace

Memory Protection 

Unit (MPU)

8-Region

Debug Access 

Port: JTAG or 

Serial Wire

Data Watch Point 

and Trace Unit (DWT)

4x Data Watchpoints

&

Event Monitors

Instrumentation 

Trace Macrocell

(ITM ) for Data 

Trace via Single 

Wire Output

Flash Patch & 

Breakpoint Unit

8x Hardware 

Breakpoints

2x AHB-Lite Buses

I_CODE (Instruction Code Bus)

D_CODE (Data / Coefficients Code Bus)

1x AHB-Lite Buses

SYSTEM (SRAM & Fast Peripherals)

1x APB Bus

ARM Peripheral Bus (Internal & Slow Peripherals)

Wake-Up Interrupt Controller:

for Low Power Stand by 

Operation

optional blocks, please consult your silicon manufacturers data sheet
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MPU Overview
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LPC17XX : code security
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STM32 / Flash protection
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STM32 / information block

► The Information Block consists of:

● 2 KBytes for SystemMemory : contains Bootloader

● 16 Bytes for Small Information block (SIF): contains The Option bytes

► 8 option bytes (SIF Block) are available 

(+ Their complements = 16 bytes in Total) :

4 for write protection

1 for read protection

1 for Device configuration:

IWDG HW/SW mode

Reset when entering STANDBY mode

Reset when entering STOP mode

2 For User Data (To store Security IDs, etc.)
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STM32 / Flash protection / Read (1)

Readout protection

► Once the protection byte has been programmed :

● Main Flash memory read access is not allowed except for the user code (when booting

from main Flash memory with the debug mode not active).

● Pages 0-3 are automatically write-protected. 

● The rest of the memory can be programmed by the code executed from the main Flash 
memory (for IAP, constant storage, etc.), but it is protected against write/erase (but not 
against mass erase) in debug mode or when booting from the embedded SRAM.

● Flash memory access through data read using JTAG, SWV (serial wire viewer),

SWD(serial wire debug), ETM and boundary scan are not allowed.

● All features linked to loading code into and executing code from the embedded SRAM

are still active (JTAG/SWD and boot from embedded SRAM) and this can be used to

disable the read protection. 
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STM32 

► Tamper detecion

● The STM32 F10x provides 10 16-bit registers which

can be used to store key data.

This data will be saved in the registers via the optional backup

battery, but it will be erased automatically if a tamper is detected

via the anti-tamper pin.
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M4 solution
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ARM9
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MSP430 from TI
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MSP430 Flash protection

► Which MSP430 Programmers can blow the JTAG fuse?

The MSP430 JTAG programming tools that can blow the JTAG fuse are

* MSP-PRGS430, MSP-GANG430 and the MSP430 Replicator (third-party tool from 
SoftBaugh). 

You can not blow the JTAG fuse using the Bootstrap Loader (BSL). 

Access to the MSP430 memory via the bootstrap loader is 

protected against misuse by a

user-defined password.
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Secure Microcontroller

Technology
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Battery Backed SRAM =
STRONGEST Security
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Program Code Encryption



SILICA I The Engineers of Distribution 23

No Code Modification Allowed
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Cryptographic Support
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Communication  
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RF solutions
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MC1323X Overview

Overview

SoC - Integrated 2.4 GHz 802.15.4 Transceiver with Tx/Rx switch & MCU

250 Kbps

Network Topo. Peer-to-Peer, Star and Mesh

Software SMAC, IEEE 802.15.4, RF4CE, SynkroRF, ZigBee

Sensitivity <-96 dBm

Power Consumption

27 mA Rx

26 mA Tx (0 dBm)

Power Output -30 dBm to +3 dBm (S/W selectable)

Memory

82 KB Flash, 5 KB RAM (MC13233C)

128 KB Flash, 8 KB RAM (MC13234C)

Security AES128

Power Modes 5 low power, 4 run modes

I/O
Up to 32 GPIO, Timer, SPI,  SCI, I2C, Up to 12x12 KBI, Carrier Modulated 

Timer (IR)

Crystals 32 MHz, 32.768 KHz (Optional), 32-bit RTC

Operating Volt. 1.8 to 3.6V with Low Battery Detect

Operating Temp -40 to +85ºC

Package 7x7 48-pin QFN

 Availability
 Samples:  Q2 2010 (82 KB Flash)

 Production:  Q3 2010 (82 KB Flash)

 Production: Q4 2010/Q1 2011 (128 
KB Flash)
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RFID Security Migration

► Today there is growing concern about security of RFID solution

► Standard Mifare Crypto algorithm is no longer suggested for new design

► Mifare Ultralight C/ Mifare Plus/ Mifare DESFire EV1 provides much higher security based on 

standard 3DES and AES algorithms

► Silica Seriz provide software libraries support to ease the migration

29

Mifare Ultralight Mifare Ultralight C Mifare Classic Mifare Plus Mifare DESFire EV1

Hw Crypto - 3DES crypto1 crypto1, AES 3DES, AES

EEPROM 512 Bits 1500 Bits 320 Bits, 1KB, 4KB 2, 4 KB 2,4,8 KB

Special Features - - - Mifare Classic compatible -

Certification - - - CC EAL 4+ CC EAL 4+

Contactless Interface ISO 14443 A (13.56 MHz, up to 10cm distance, 106- 848kBaud)
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RFID
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Hardware Features

► NXP PN 512 -13.56 Mhz NFC Tranceiver

● Supporting protocols: ISO 14443a, ISO 14443b, Felica, ISO 
18092 (peer to peer)

● Baudrate 106/212/424 Kbits

● MIFARE classic security

► TDA 8029 Single card reader for supporting SAMs (Security Access 
Modules)

► G2XM SOT1122- Passive UHF RFID chip for board tracking 
identification

► Measuring Circuit for helping antenna matching calculation

► Power Amplifier (for additional reading range)

► NXP Cortex M3 LPC 1766

► USB Input Voltage with rechargeable LI-ION battery

► 2 x 16 LCD Display

► Ethernet Port

► USB Host port

► USB Device port

► JTAG and USB Debug Ports
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Protection devices

November 4th, 2009
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1-Wire Product Line

Unique, unalterable

64-bit ID

EEPOM

Arrays

OTP/EPROM

Arrays

Secure

Authentication

GPIO

Temp Sensor

Real-Time Clock

1-WIRE

GND

RXD

TXD

PARASITE

POWER

CIRCUIT

INTERNAL VDD

INFC

CONTROL

64-BIT ROM ID

MIXED

SIGNAL

FUNCTION

Battery Management
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Solution Roadmap

1Kbit

Low Density

EEPROM
DS2431 DS2433

4Kbit

1-GPIO

Mem+GPIO DS2405 DS2408 DS2413

8-GPIO 2-GPIO

28V/20mA

DS28E04-100

4kb EEPROM

Addr Inputs

2-GPIO

DS28EC20

20Kbit

DS2401

64-bit ID

DS2411Silicon S/N

Vcc powered

DS28CM00

I2C Infc**

DS2502,5,6EPROM (OTP)

1/16/64kbit
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1-Wire Solutions

Device Description Security

DS28E01-100 1-Wire SHA-1 1kbit EEPROM 2-way SHA-1 authentication

DS28CN01 I2C/SMBus SHA-1 1kbit EEPROM 2-way SHA-1 authentication

DS28E01-200 1-Wire SHA-1 1kbit EEPROM 1-Way SHA-1 authentication

DS28E10* 1-Wire SHA-1 OTP (small density) 1-Way SHA-1 authentication

► Crypto-strong bi-directional authentication

► Secured general purpose EEPROM

► Security evaluation/consultation 

by industry experts

► Custom packaging developed 

for the consumable application

SHA-1

Engine

64-bit secret

Host Challenge

Slave Response (20-byte MAC)

device data

elements

SHA-1 Memory
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Protect FPGA against Cloning

Maxim/Dallas Semiconductor 

Confidential

Cost-optimized Copy Protection Scheme – Identification Friend or Foe 

(IFF)

Secure

EEPROM

FPGA

DS2432 or DS28E01-

100

A

Respons

e

Q

Random Message

FPGA Compares 

expected response E 

to actual response A

uP (SW) sets 

functionality level: 

None, Diminished, Full

Unencrypte

d Bitstream
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Host Instrument Solutions

Device Description Notes

DS1WM Synthesizable Verilog core: 1-Wire Line Driver Gate count: 3470

DSSHA1 Synthesizable Verilog core: SHA-1 processor
Xilinx Spartan FPGA implementation: 72 flops, 

475 LUTs and 2 block rams (254 slices).

DS2460 IC SHA-1 Co-processor

DS2482-x00 I2C to 1-Wire line drivers 1 or 8 channel options

Discrete Discrete 1-Wire line driving references

SW SHA-1, 1-Wire driving

► ICs, Synthesizable cores, Software, Apps Support

● SHA-1 computation
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Dual Interface EEPROM : introduction

2 worlds now connected

I²C interface RF interfaceEEPROM
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Dual Interface EEPROM: Target applications  

► Diagnostics

► Maintenance

► ID

► Traceability

► Asset tracking

Automotive (*)

Industrial, medical

• Calibration

• ID

• Parameter update

• Diagnostics

• Maintenance

• Asset tracking

• Activation

Peripherals, 

communication

and consumer

• Parameter update

• Diagnostics

• Maintenance

• Traceability

• Asset tracking

• Activation

RFID

• ID

• Traceability

• Sensors/cold chain

• Data loggers

• Large RFID memory

(*) Not an “automotive grade” product
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Dual Interface EEPROM: M24LR64 feature set

► EEPROM memory

● 64Kbit EEPROM memory

● 64-bit factory programmed/locked unique identifier

● 40 years data retention

● 1 million erase/write cycles (I²C)

● 100k erase/write cycles (RF)

● 32-bit password protection (write and/or read)

► Serial bus access

● I²C, 400 kHz, 1.8 V to 5.5 V

► RF access

● ISO 15693 – up to 53kb/s

► Power supply

● Flexible power supply (RF and/or Vcc)

► Packages

● TSSOP8, SO8, MLP8

● Unsawn wafer and bumped dice
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NOR PROTECTION
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NOR PROTECTION
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Board ID

November 4th, 2009

Renesas Technology America, Inc.
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Attacks on Chip

Physical 

attack

Side channel 

attack

Fault attack

Reverse engineering

Utilize current 

consumption, EMA, etc.

Utilize malfunction

EMA: Electro Magnetic Analysis
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BID Example  – Anti-Clone System

Hardware and 

software tool 

New architecture 

with Security IC

 Security IC in the 

architecture increases barrier 

to prevent easy cloning

OK

NOK

Examples Use Cases / Business benefits Key requirements

Communication Module Anti cloning + IP Protection

Need to perform a very secure authentication to protect the IP of the 

Hardware / Tool set manufacturer

 Core Biz: Repeat sale of Modules

Industry standards (Enterprise, IT, Govt.) 

Security strength (PKI)

Must prevent easy manufacturing of cloned devices

Long product lifetime

http://images.google.com/imgres?imgurl=http://www.ferret.com.au/odin/images/160627/Lantronix-releases-XPort-Direct-embedded-networking-device-gateway-module-160627.jpg&imgrefurl=http://www.ferret.com.au/c/Soanar-Electronic-Component-Supply-Chain-Solutions/Lantronix-releases-XPort-Direct-embedded-networking-device-gateway-module-n668939&usg=__b8WWrhsmQDM-CCa63iisTgt-F38=&h=172&w=223&sz=8&hl=en&start=9&tbnid=V1BlwRVibixI3M:&tbnh=83&tbnw=107&prev=/images%3Fq%3Dlantronix%2Bmodule%26gbv%3D2%26hl%3Den
http://images.google.com/imgres?imgurl=http://www.vintagecomputercables.com/img/xport_assembled1.jpg&imgrefurl=http://cgi.ebay.com/ws/eBayISAPI.dll%3FViewItem%26item%3D350228451039&usg=__FQS8cp44P-ywepDQKTrknChvgM0=&h=267&w=400&sz=63&hl=en&start=107&tbnid=3KyanAMINJlwoM:&tbnh=83&tbnw=124&prev=/images%3Fq%3Dlantronix%2Bmodule%26gbv%3D2%26ndsp%3D20%26hl%3Den%26sa%3DN%26start%3D100
http://images.google.com/imgres?imgurl=http://images.tothetech.com/2009/02/css-tool-box.jpg&imgrefurl=http://www.tothetech.com/blog/software/free-css-toolbox-software.html&usg=__bIenX3v90IjJJgHgIWSQ-odIWJI=&h=385&w=500&sz=72&hl=en&start=37&tbnid=aE_v0fL_e5YP9M:&tbnh=100&tbnw=130&prev=/images%3Fq%3Dsoftware%2Btool%26gbv%3D2%26ndsp%3D20%26hl%3Den%26sa%3DN%26start%3D20
http://images.google.com/imgres?imgurl=http://www.ferret.com.au/odin/images/160627/Lantronix-releases-XPort-Direct-embedded-networking-device-gateway-module-160627.jpg&imgrefurl=http://www.ferret.com.au/c/Soanar-Electronic-Component-Supply-Chain-Solutions/Lantronix-releases-XPort-Direct-embedded-networking-device-gateway-module-n668939&usg=__b8WWrhsmQDM-CCa63iisTgt-F38=&h=172&w=223&sz=8&hl=en&start=9&tbnid=V1BlwRVibixI3M:&tbnh=83&tbnw=107&prev=/images%3Fq%3Dlantronix%2Bmodule%26gbv%3D2%26hl%3Den
http://images.google.com/imgres?imgurl=http://www.ferret.com.au/odin/images/160627/Lantronix-releases-XPort-Direct-embedded-networking-device-gateway-module-160627.jpg&imgrefurl=http://www.ferret.com.au/c/Soanar-Electronic-Component-Supply-Chain-Solutions/Lantronix-releases-XPort-Direct-embedded-networking-device-gateway-module-n668939&usg=__b8WWrhsmQDM-CCa63iisTgt-F38=&h=172&w=223&sz=8&hl=en&start=9&tbnid=V1BlwRVibixI3M:&tbnh=83&tbnw=107&prev=/images%3Fq%3Dlantronix%2Bmodule%26gbv%3D2%26hl%3Den
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Physical 

attack

Encrypted dataRandom layout BUS scrambling

Physical Protection

Active Metal Shield
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EEPROM

ROM

RAM

CPU

GND

Vcc

時間

Security IC

SPA: Simple Power Analysis

DPA: Differential Power Analysis

Current Noise Generator

Side 

channel 

attack

Protection from Power Analysis
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Spec

1.0 5.0 8.0 fCLK(MHz)

1.8

3.0

5.0

Vcc(V)

7.0

Chip

High Voltage Detector

Low Voltage Detector

High Freq.

Detector

Low Freq.

Detector

Fault attack

Security Sensors

-25 25 85 Ta(℃)-40 115

Spec
Chip High Temp

Detector
Low Temp.

Detector

► Temperature active range

► Frequency - Voltage characteristic
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N211 Block Diagram

No external clock

required

Standard serial 

I2C, SPI 

interfaces

H8/300H CPU

I/O PORTS

SECURITY LOGIC

RANDOM NUMBER 

GENERATOR

VOLTAGE 

MONITORING

CIRCUITS

WATCHDOG

TIMER

ROM (112 kbytes)

RAM (4 kbytes)

EEPROM 

(16 kbytes + 2 kbytes)

INTERVAL

TIMER 1

INTERVAL

TIMER 2

MODULAR 

MULTIPLICATION 

COPROCESSOR

REGISTER 

(512 bytes)

SSU (Synchronous 

Serial Unit)

IIC2

POWER-ON

RESET CIRCUIT

CLOCK DIVIDER/

MULTIPLIER

ON-CHIP 

OSCILLATOR

On chip 

timers

16bit Secure Core

designed for smart 

card

Tamper proof 

logical and 

physical 

functions

Highly reliable 

secure NV memory 

for application and 

data storage

10K rewrite 

endurance

10 years retention

RSA crypto 

algorithm

Support for PKI

True Random 

Number 

Generator

BOS Firmware 

and Security 

Application
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Key programming for Production units

Renesas Avnet End Customer

Complete Board ID product 

with TRANSPORT key

Complete Board ID product 

with USER key
TRANSPORT key replaced 

securely by USER key

TRANSPORT key 

removed

USER key 

programmed

USER 

key 

TRANSPORT key

N211 N211 N211

Firmware Firmware Firmware

Applet Applet Applet

- Renesas programs the product with the application in EEPROM and a TRANSPORT key specific to Avnet 

- TRANSPORT key is unique to Avnet: only Avnet can inject USER keys

- Without the USER key, the product is unusable (will not respond)

- Avnet is responsible for the production and programming of the USER keys on behalf of the end customers

- Sample units have the same application but are equipped with a ‘sample’ certificate.
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New demo kit with a MCU (SH-2A) and Board ID

Board ID Device

1. Capable to show authentication demo

2. Customers can modify authentication condition w/o coding on device side

3. Authenticator can be MCU, other Board ID device or external server

4. Authenticator software is provided as Board ID Security Stack (BSS)

5. BSS Manager software helps customer to go through authentication steps

6. Anti-Cloning, Usage Control, Secure Tracking and IP Protection use cases

7. Only I2C driver, debug port and NV access need to be ported to the target MCU
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►Thank you !


